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Important Notice
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Software updates
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fees may apply depending on your licensing agreement.
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WatchGuard, Inc.
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Send us your suggestions
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U.S. customers, please call Customer Service or submit a ticket through the customer service
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Welcome to WatchGuard REDACTIVE Enterprise

Welcome to WatchGuard REDACTIVE
Enterprise

Welcome to the WatchGuard REDACTIVE 3.0.3 Enterprise User Guide. This guide walks you
through using the REDACTIVE application for recognition of faces, vehicles, and license plates.
See the WatchGuard web site for training videos at

http: //watchguardvideo.com /software/redactive (opensin new window).

About this document

The REDACTIVE 3.0 User Guide covers the most common operations, including:

« Installing REDACTIVE (page 7)

« Getting Started with REDACTIVE (page 28)
« REDACTIVE workflow (page 33)

o Importing and opening a video (page 34)

o Understanding REDACTIVE (page 54)

o Error messages (page 61)

The images shown in this guide are representative of what you could see on your screen. They
are meant to serve as a guide.

Note: This user guide covers the basic use of REDACTIVE. It is not a
comprehensive manual for every possible action or situation in REDACTIVE. If

0 you have a question about REDACTIVE that is not covered in the user guide,
contact WatchGuard Customer Service or see the How-to-Videos on the
WatchGuard web site.

What's new

. REDACTIVE has added detection types for Auto Redaction: faces, people, license plates, and
vehicles

« You can run auto redaction and find faces, people, and licenses at one time

WatchGuard REDACTIVE 3.0.3 Enterprise _WFI"‘I"ED‘H’FI
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Welcome to WatchGuard REDACTIVE Enterprise

« The redaction processing speed is improved when running auto redaction on an Intel CPU

20CPU

« Ascrollable Objects List shows thumbnails of all detected objects

« Added a toggle to show or hide specific detection types in the video; only checked items will be
redacted when the video is exported

0 Note: Multiple redaction will not work with 2.0 version redacted videos.

i ) J— WatchGuard REDACTIVE 3.0.3 Enterprise User
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Installing REDACTIVE Enterprise

Installing REDACTIVE Enterprise

System requirements

The REDACTIVE application is optimized to efficiently scale in a multicore environment. To
install and use REDACTIVE, your computer must meet the following minimum requirements:

| Minimum requirements Recommended requirements

Microsoft Visual C++ 2013 64 bit

(05} Windows 7 or newer Windows Server 2008 R2, or newer
Windows 10 64-bit

Processor | 64-bit Intel i7 Quad Core or higher | 8th or 9th Gen Intel Xeon or higher (8+ Cores)

Memory |8 GB 32 GB+

Browser | Chrome, Edge, IE 10+, Firefox Chrome, Edge, IE 10+, Firefox

Note: When working with long videos, WatchGuard recommends a 16+ core
system with 2 GB memory, or more, per core processor for best performance.

Redactive 3.0 can be deployed in Windows 10 running desktop or client-server architectures,
on Linux Ubuntu 16.04 running on a client-server architecture, or on your own cloud service
provider.

Going from Single User to Enterprise

If you are changing from the individual REDACTIVE to the multiple user enterprise version:

Complete any redaction work in progress.
Save any videos you have not processed.
Uninstall the single user software.

N W N~

Remove any WatchGuard REDACTIVE files or folders remaining in the C:\ProgramData
directory.

5. Download and install the enterprise version.

0 Important! Your single user password will not work with the enterprise version.
Get your new enterprise passwords from WatchGuard.

Install REDACTIVE Enterprise

Download the REDACTIVE Enterprise software from
https://watchguardvideo.com/software/redactive-dl. After downloading, to install

WatchGuard REDACTIVE 3.0.3 Enterprise _WFI"‘I"ED‘H’FI
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Installing REDACTIVE Enterprise
REDACTIVE:
1. Click REDACTIVEenterprise.exe which you downloaded through your browser.
ﬂ REDACTIVEenterprise.exe

2. Follow the prompts on the screen.

@ User Account Control 2]

Do you want to allow the following program to make

changes to this computer?

ﬂ Program name:  Setup Launcher Unicode
Verified publisher WatchGuard Video (Enforcement Video
LLO)

File erigin: Hard drive on this computer

'::‘E:' Show details

Change when these notifications appear

a. Click Yes.

| 141 WatchGuard Video Redactive - InstallShie

License Agreement

Please read the following license agreement care

REDACTIVE SOFTWARE END USER LICENSE 3

AGREEMENT

CAREFULLY READ THE FOLLOWING LICENSE AGREEMENT. BY OPENING THE
PACKAGE OR CLICKING ON THE "ACCEPT" BUTTON, YOU ARE CONSENTING
TO BE BOUND BY AND ARE BECOMING A PARTY TO THIS AGREEMENT. IF

YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLICK THE -

@) I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

Instzlishield

[ Next > ] [ Cancel ]

b. Click the circle for I accept the terms in the license agreement and click Next.

) WatchGuard Video Redactive - InstaliShield Wizard ot

Destination Folder

Click Next to install to this folder, or dlick
Change to install to a different folder.

Instzll WatchGuard Video Redactive to:

C:\Program Files\WatchGuard Video),

Instzlishield

[ < Back ” Next > ] [ Cancel ]

i
c. Click Next to accept the standard install folder or click Change to set a new location.

8 WA 'i GU WatchGuard REDACTIVE 3.0.3 Enterprise User
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Install REDACTIVE Enterprise

#

Website Configuration

A new website will be installed using the following settings. HTTP: ffabalaban2:80

Assign website to port:  [3g

Installshield

d. Click Next. (This is the website where REDACTIVE Enterprise runs. The assigned port is the

location you entered as your network when you set up REDACTIVE.)

| 4] WatchGuard Video Redactive - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back ]{ Install ] [ Cancel

e. Click Install.

_ﬂ' WatchGuard Video Redactive Desktop - InstallShield Wizard

Installing WatchGuard Video Redactive
The program features you selected are being i

G|  Please wait while the InstalShield Wizard installs WatchGuard Video
Redactive Desktop. This may take several minutes.

Status:
Copying new fies

InstaliShisld

When REDACTIVE finishes installing, the InstallShield Wizard Completed window appears.

WatchGuard REDACTIVE 3.0.3 Enterprise _‘U"I‘Etl
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Installing REDACTIVE Enterprise

fof WatchGuard Video Redactive - InstallShield Wizard

warcH fj cuarD InstallShield Wizard Completed

The InstallShield Wizard has successfully installed WatchGuard
video Redactive, Click Finish to exit the wizard.

|
r Launch REDACTIVE Administration
-

[ Show the Windows Installer log

< Back Cancel

f. Click Finish to start the website.

If you want to examine the installer log file, select Show the Windows Installer log.

0 Note: As an Administrator, send the pathname to run the software, the license
numbers, and the initial User IDs and passwords to your users.

10
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Converting REDACTIVE Licenses

Converting REDACTIVE Licenses

You can download the WatchGuard REDACTIVE software from WatchGuard. You can install the
application on your desktop or as a Web application on your server. Talk to your WatchGuard
representative. Each installation of WatchGuard REDACTIVE software requires a license key.

Important! License keys are distinct between the Single User and the
Enterprise versions. If you switch between the two on the same machine, you

0 must re-enter the license key. Depending on your user permissions, you may not
be able to replace the license file. A "cannot save license data" message appears.
If you encounter this, remove the licenses file at C:\ProgramData\WatchGuard
REDACTIVE\licenses.

The About button provides version number of your software. It also includes a link to the online
documentation.

ABOUT

WatchGuard REDACTIVE 3.0.2
Open Documentation

Enterprise license

If you choose to start with the evaluation copy before you purchase the enterprise version of
REDACTIVE, you receive licenses that expire after 30 days. The evaluation version works the
same as the paid version. As System Administrator you have to change the evaluation licenses
to the paid full licenses at the end of the 30 days. None of the work added in the evaluation copy
is lost. All users added during evaluation are kept. All settings you made when configuring your
software are kept.

The Enterprise version of REDACTIVE has two types of licenses:

. Evaluation: an unrestricted license that expires 30 days after you enter the license number.

0 Note: You can only use the license number once.

. Paid: an unrestricted copy with a license number that can be used multiple times. The system
logs usage.

Note: If you move a license to another machine, uninstall REDACTIVE from the
existing installation first.

WatchGuard REDACTIVE 3.0.3 Enterprise
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Installing REDACTIVE Enterprise

Install permanent license while working in evaluation copy

When users get a message that all licenses are in use, you need to change to the permanent
licenses or add licenses.

All licenses are currently in use. Please try again later.

Contact your IT administrator if additional licenses are required.

1. Click the ADMIN button at the top of the web page.
The licensing window appears.

2. Delete the evaluation license and enter the paid license number.

REDACTIVE Admin  Network = Authenfication ~Users Licensing \Videos Storage

Licenses

B WEV-TKX-PM2-3CW-NBH

Add new license

When the software restarts, it will be using the permanent licensed copy of the software. The
Administrator is responsible for getting out the new passwords for the permanent licenses.

12 'IHI'FITI:I’I"EIZI'FIHD WatchGuard REDACTIVE 3.0.3 Enterprise User
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Configuring REDACTIVE Enterprise

Configuring REDACTIVE Enterprise

In this section ...

Installing Overview (page 14)

Configuring Licensing settings (page 15)

Configuring Enterprise settings (page 16)

Configuring Authentication settings (page 18)

Configuring Users, Timeout, and Process Queue settings (page 22)
Configuring Videos settings (page 23)

Configuring Storage and Automatic Cleanup (page 25)

Note: The network, host names, and other addresses used in this manual are
examples. Your system administrator can provide the addresses for your site.

WatchGuard REDACTIVE 3.0.3 Enterprise _WFI"‘I"ED‘H’FI
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Configuring REDACTIVE Enterprise

Configuration Overview

As an administrator, you must complete the configuration settings in the Admin Panel for the
Enterprise version of REDACTIVE. Do this directly after you download and install the software.

The enterprise version is available for multiple users. License numbers are assigned by
WatchGuard based on the number of seats purchased. The number of licenses determine how
many officers, clerks, etc., can work simultaneously.

0 Important! REDACTIVE Enterprise must be on its own server. It cannot run on
the same server as the Evidence Library software.

After you finish all of your configuration settings, you can start redacting videos or sign out from
the configuration screen.

REDACTIVE Admin Metwork = Authentication Users Licensing Videos Storage 'REDACTIVE| | SIC

The REDACTIVE log files are available in C:\ProgramData\WatchGuard REDACTIVE.

Save

After you click Save, the REDACTIVE Server Restarting window appears.

Tip: Ifthe server does not restart after a minute, click the Refresh C icon on
your browser.

14 WATCH ri GUARRD WatchGuard REDACTIVE 3.0.3 Enterprise User
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Configure Licensing Settings

Configure Licensing Settings

Configure your license settings first. If you leave REDACTIVE, while you are installing, you will
be able to get back in.

You receive licenses for your REDACTIVE software from WatchGuard. Enter all of them on the
Licenses screen. The number of licenses depends on the number you purchased. Only one user
can use a license at a time.

If you move REDACTIVE to another server, delete all licenses first and then re-enter them on
the new server.

Licenses

WGV-WEX-RKI-OXQ-YTN

B WGV-XGO0-51N-WAG-68X

B WGV-UZF-MAS-TEL-12W

Add new license

DELETE SELECTED

Evaluation license

An Evaluation license is available to try the software. Talk to your WatchGuard representative.
The Evaluation license is an unrestricted license that expires 30 days from when the license
number is first entered by the first user. Only one user can use the license at a time. Work done
in the evaluation copy is retained when you convert to a paid license.

WatchGuard REDACTIVE 3.0.3 Enterprise _WFI"‘I"ED‘H’FI 15
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Configuring REDACTIVE Enterprise

Configure Network settings

1. Complete the Network Settings. Choose HTTP or HTTPS or you can enable both HTTP and

HTTPS.

REDACTIVE Admin  Network

HTTP Enabled

Hostname

Port

SAVE

HTTP: Enabled

HTTPS Enabled

Hostname

Port

C\certificates\domain.crt
Private key file

Cl\certificates\domain. key

SAVE

HTTP traffic between the web server and the browser is unencrypted, so passwords, user
names, and account IDs travel across the network as plain text.

a. Hostname: enter the name of the server hosting REDACTIVE (localhost)

b. Port: the default port is 80 if your network already has IIS turned on

If your system already has that port assigned, you will get another port

HTTPS: Enabled

HTTPS encrypts the files before putting them on the network.

a. Hostname: enter the name of the server hosting REDACTIVE

Port: the default port is 443

b
c. Certificate file: you can choose to use a digital certificate file for encryption
d

Public key file: you can use a public and private key-pair for encryption and decryption

Note: These settings are examples. Use your own server names and
ports in your settings. Do not use localhost.

16
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Configure Network settings

2. Click Save when complete.

The server restarting window appears. The server restarts itself.

REDACTIVE Server Restarting

Changes stored successfully. The server will restart automatically and may take up to a
minute to come back online.

Tip: Ifthe server does not restart after a minute, click the Refresh C
icon on your browser.

WatchGuard REDACTIVE 3.0.3 Enterprise W‘FITI:FI""EI:I‘FI’FIH‘ 17
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Configuring REDACTIVE Enterprise

Configure Authentication settings

The Authentication has two settings for you to choose from:

« Local/SMTP Authentication
« LDAP Authentication

REDACTIVE Admin Authentication  Users

B Enabled LDAP Authentication B Enabled

Passwords ane Using LOAP authentical
controlier using 1 e
Ehor o
service account below that will

Local Authentication

With Local Authentication (HTTP authentication), the web server performs the
authentication. SGD (Secure Global Desktop Authentication) determines the user identity and
user profile. With this setting the Admin has to reset user passwords in the Users tab.

REDACTIVE Admin  Network Authentication | Users Licensing = Vided

Local Authentication © Enabled

This authentication strategy uses a local user database. Passwords are
encrypted using PBKDF2 and a per-user salt.

Complete the information shown in the next graphic.

O Important! The Admin Role is automatically assigned to the first person to
login.

The Session Secret Key validates cookies and secure password reset requests and keeps anyone
from hijacking a session.

18 WATCH fl GURRD WatchGuard REDACTIVE 3.0.3 Enterprise User
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SMTP Authentication

SMTP Authentication

SMTP

If users should be allowed to reset passwords via email, configure the
SMTP settings below. Alternatively, administrators can manually reset
passwords in the Users section of this Admin portal.

Hostname
SMTP Server Hostname

Exchange02 watchguardvideo. local

ort
SMTP Server Port

2

W Secure
Whether or not to use TLS

Username
SMTP Usemame

Redactive@watchguardvideo.com

Password
SMTP Password

From Email

Address used for sender of emails

Redactive@watchguardvideo.com

You must click Save when you finish for these settings to take effect.
If you enter information in the SMTP panel, users can reset their own passwords via email.

TLS (Transport Layer Security) provides privacy and data integrity between REDACTIVE and the
server. You should have a port for the TLS connections, for example port 443 for HTTPS.

As Administrator, you can define the from email address that password reset emails are sent
from.

You must click Save when you finish for the entries to take effect.

WatchGuard REDACTIVE 3.0.3 Enterprise W‘FITI:FI""EI:I‘FI’FIH‘ 19
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Configuring REDACTIVE Enterprise

LDAP Authentication

With LDAP authentication, the server queries the local domain controller based on the entries
you provide in the LDAP server credential shown below. The system changes the passwords
when the user requests a new password. No manual intervention is needed.

LDAP Authentication

Using LDAP authentication, the Redactor server queries the local domain
controller using the credentials and query settings provided below. If this
machine isn't authorized to list users and groups, enter the credentials of a
service account below that will be used for this purpose.

erver Credel
Service Account Email

Name of a service account with bind privileges to AD. If no service account
is 1o be used, enter the domain name of the organization.

Service Account Password

Password for given service account

Domain Controlier URI

The URI at which the domain controller can be found

Admin Groups

If you make changes to any of the settings, click MODIFY when you are finished.

20 WATCH ri GUARRD WatchGuard REDACTIVE 3.0.3 Enterprise User
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Group Settings

Group Settings

Three group settings are available. Users that are members of one or more of these groups will
have the respective permissions.

tiings
Admin Groups

Members of these groups will be considered adminisirators

« RedactiveAdmins REMOVE

Supervisor Groups
Members of these groups will be considered supernvisors

= RedactiveSupemnvisors REMOVE

User Groups

Members of these groups will be considered users

= Redaclivelsers REMOVE

WARNING: After activating LDAP, only administrator accounts that
are members of the selected Admin Groups above will be able to
reach this page again.

SAVE GROUPS

When you are finished entering your group names, click SAVE GROUPS.

WatchGuard REDACTIVE 3.0.3 Enterprise W‘FITI:FI""EI:I‘FI’FIH‘
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Configuring REDACTIVE Enterprise

Configure Users, Timeout, and Process Queue
settings

In this tab you set up when to disconnect users from an idle session, how many redaction
processes can run at the same time, and add new users. For the settings in the Process
Queue you may want to run REDACTIVE for some time before setting the Process Queue
number. The number you can run at one time depends upon the speed of your system.

REDACTIVE Admin  Ne Authentication  Users  Licensin

% after the given penod of The lotal 0 afl pro llowed torun at the me, additional
ound operations will be queued.

E Disconnect idle users Process Queue Size

Timeout (minutes)

Create a new user in the Add new user panel and the username and information is added to
the Users list. Users can reset their passwords via email if you selected SMTP authentication.
If you selected local authentication, you as admin must change user passwords. An Admin can
Remove Users from the system in this window.

Add new user

Username

matib1

Email

redactivetestadmin@watchguardvideo.com

Password

Username Email Role

annt admin@watchguardvideo.com _ RESET PASSWORD
—— J—— ardvideo.co —_——
benhsul admin@watchguardvideo.com TR

admin@watchguardvideo.com User M RESETPASSWORD

WatchGuard REDACTIVE 3.0.3 Enterprise User
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To delete a user, click the Remove User button for the name you want to delete.

Configure Video Access Control Manager

Configure Video Access Control Manager

The admin and supervisor use the Video Access Control Manager to manage videos. They can
add or remove a user name to a video. The videos remain in the list with no identified user
unless a user was added. Only the administrator or supervisor can see a video when no one is

listed as the owner.

All users can see only their own videos unless an admin or supervisor adds a user name to the
video. Then users can share videos and redaction information. Sharing videos lets users
collaborate and review videos. Only one user can view a video at a time. The video is locked to

other users until the first user ends their session or selects another video.

Video Name =«

Barbara_SoftballNationalsPool_1.mp4d
Username -

redactivetestuser3

oousen

JesusHemandez_201812311429_WFC1030613_39._.

Oxford St London Walk Sight and Sounds POV.mp4

1ick130482881-tick 130487 161-video1.mp4d

Last Access Date

113172019 17:34:12

Email

bfiszer@watchguardvideo.com

200172019 10:58:27
113172019 17:46:37

113172019 17:31:40

redactivelestuserd

Access

P

REMOVE

redactivelestuser3

redactivetestuser3

redactivetestuser3

Shown below two users are added to the videos with no users identified.

WatchGuard REDACTIVE 3.0.3 Enterprise

User Guide, Revision C, WGD00151-500
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Configuring REDACTIVE Enterprise

REDACTIVE Admin Networkk  Authentication Sers icensina Videos | Sioraoe
Add Users to tick65376255-tick65376779-video1.ts

Video Access Control Manager

Username « Email
Video Name

- - E—

matt1 redactivetestadmin@watchguardvideo.com
tick65376209-tick65376273-video1 1s

tickB5376234-tick65376273-video2.1s
1ick65376255-1ick65376258-Video3.Is CANCEL  SAVE CHANGES

tick65376255-tick65376779-video1.1s G 1442014 164604

Username « Email

Administrators and Supervisors have access to the video.

]
ADD USER

tick14090901-tick14091068-video1.jpg 8/17/2017 16:49:22

tick14438232-tick14438425-video1.ts 8/M17/2017 16:49:42

24 WATCH 'i GURR WatchGuard REDACTIVE 3.0.3 Enterprise User
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Configure automatic cleanup and storage settings

Configure automatic cleanup and storage settings

REDACTIVE Admin  MNetwork  Authentication = Users

Licensing
¥

Automatic Cleanup B Enabled Storage

Automatically delete videos Redaclion Data
Videos 1.40 GB
Uploads 0 bytes
Exports 174 MB

BY AGE BYNUMBER BY DISK SPACE

Delete this many days after last use:
Data Path
Ci\ProgramDataWvatchGuard REDACTIVE
Automatically delete redaction data

Delete least recently used item once disk usage exceeds (GB):

You can set up your system to do automatic clean up of videos and redaction data. Click the
Enabled box to activate this feature. You might want to use REDACTIVE for a while to
understand your storage space results. The settings are in gigabytes. Enter the numbers for
when to cleanup your storage directory:

« When avideo is uploaded to REDACTIVE, cleanups run By Disk Space and By Number

. Every 24 hours after the service starts, all cleanups run By Disk Space, By Number, and By
Age; Redaction data is also cleaned up

removes the next oldest video after a 60 second delay. This procedure repeats

0 Note: If disk space is still over quota after an old video is removed, the system
every 60 seconds until the quota is met.

WatchGuard REDACTIVE 3.0.3 Enterprise
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Configuring REDACTIVE Enterprise

REDACTIVE Admin  Network Authentication Users Licensing Videq

Automatic Cleanup Enabled

Automatically delete videos

BY AGE BY NUMBER  BY DISK SPACE

Delete least recently used item once disk usage exceeds (GB):
100

Automatically delete redaction data

Delete least recently used item once disk usage exceeds (GB):

100]

Create a storage location for all of the videos.

Storage

Redaction Data 68.7 KB
Videos 1.40 GB
Uploads 0 bytes

Exports 174 MB

Data Path

CAProgramData\WatchGuard REDACTIVE

Only one storage space can be created and only an Administrator can create that location and
give users permission to access it.

only way to change the pathname is to uninstall and reinstall the software after

0 Note: Ensure that the path for storage is where you want to store the files. The
the initial install.

WatchGuard recommends that you make a local drive or folder your storage location. Redaction
processes require direct, low-latency access to the video files and will not perform well over a
networked UNC (uses // or\\ to precede the name of the computer) path. If you decide to use

26
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Configure automatic cleanup and storage settings

remote storage, run the REDACTIVE service under Local System account. Grant the computer
account [REDACTIVE-SERVER-NAME]S Full Control to the remote storage share. No special
permissions are needed for individual user accounts.

If you change a pathname for storage and the videos do not transfer correctly; they remain on
the main REDACTIVE screen. When you try to open one, you may get this error message:

Error Loading Video

There was an error loading the video. Please try again or contact your administrator for
assistance.

Contact your IT or Administrator to find the videos and reinstall them.

WatchGuard REDACTIVE 3.0.3 Enterprise W‘FITI:FI"EI:I‘FI’FIH‘
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Getting Started with REDACTIVE

Getting Started with REDACTIVE

REDACTIVE is an automated redaction tool that saves you time when redacting files. It
automatically identifies faces, vehicles, and license plates, but also lets you manually redact
faces and other objects and edit the automated file.

WatchGuard offers an evaluation copy and a paid permanent licensed copy of REDACTIVE. All
copies of REDACTIVE require a license number that WatchGuard provides.

This section covers:

« UI Controls (page 29)

« About (page51)

. Video playback controls (page 30)
. Keyboard shortcuts (page 31)

« Close video (page 31)
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UI controls

UI controls

R (SO, <

REDACTIVE RUN AUTO REDACTION |~ CLOSEVIDEO | EXPORT VIDEO

EXPORT OPTIONS o -

Redaction Type o

@ Outling
®
@ Pixolale
& B
& Mosaic
Fhedaction C
EE

| b

H-
Redaction shape ()
& Roclanghs
Ao Redaction o
© Besp
® Mo

EXpon Range o

B Export erien vides

VW CPTIONS.

B Mulicoloned cbjeds

@ Show object labels GB @

005/129 REDACTAUDSO  OIUECTS LIST
Aoy

WalchGuard REDACTIVE 3.0.0
Open Documentation

B Romove Al roze D Daea
1. Export Options (page 48) 10. Video playback controls(page 30)
2. Detection Types 11. Remove All Audio (page42)
3. Redaction Type 12. Zoom in/Zoom out controls
4. Redaction Color 13. Redact Audio (page 1)
5. Redaction Shape 14. Objects List (page 41)
6. Audio Redaction (page 60) 15. Run Auto Redaction (page 39)
7. Export Range (page 47) 16. Close Video (page 58)
8. View Options (page 48) 17. Export Video (page 51)
9. About (page51)
furt bl v ) GuRRD i



Getting Started with REDACTIVE

About

The About button shows the software version and provides a link to the documentation.

ABOUT

WatchGuard REDACTIVE 3.0.2
Open Documentation

Video playback controls

You can move around in the video using the buttons on the screen or with keyboard shortcuts.
This aids in finding any objects the software may have missed. You can also see if you want to
split objects (page 45).

« Previous frame ﬂ: Lets you move back through the video, one frame at a time.

« Play/pause D: Lets you play the video at the speed you select. Clicking again pauses the
video.

. Next frame lX: Lets you move forward through the video, one frame at a time.

. Video display speed: You can move through a video, slower or faster than normal speed.
Available speeds are 0.2x, 1x, or 2x; the normal speed 1x is the default.

. Objects List: Click on an object to move to that frame in a redacted video. The Object 51 in the

30
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Keyboard shortcuts

Object List is the same as the box numbered 51 in the video.

Keyboard shortcuts

Keyboard shortcuts you can use to move around the video:

« Pressthe forward and backward arrow keys to move one frame at a time in a video (30 frames
per second)

« Hold down the Shift key and press the forward or backward arrow keys to move one second at
atime

« Press the space bar to play or pause the video

Close video

Click Close video at any time to return to the main screen.

RUNAUTOREDACTION =~ CLOSEVIDEO | EXPORT VIDEO

WatchGuard REDACTIVE 3.0.3 Enterprise W‘FITI:FI"EI:I‘FI’FIH‘ 31
User Guide, Revision C, WGD00151-500



Getting Started with REDACTIVE

This page intentionally left blank.
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REDACTIVE Workflow

REDACTIVE Workflow

WatchGuard REDACTIVE software automatically detects and identifies human faces, people,
vehicles, and license plates. You can manually block out any object in the video or run auto
redaction. With auto redaction, the software reduces the amount of time you spend selecting
and redacting objects throughout a video. Shown here is a high-level summary of your tasks.
This is a suggested workflow. The tasks can vary depending on your system setup. You may
perform some of the tasks every time you work in REDACTIVE and others just once.

Recommended workflow

Follow the steps in the workflow shown here to run your REDACTIVE software.

Install
REDACTIVE
Set Export
Options
L4
Run auto
redaction
v
Import videof > EE{;%F; ;r;lére
Open video — L 4 Y o
F;g;:m | Reviewfedit | |
I
redaction LELED D
A
| Export selected
v video segment
Run audio
redaction
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REDACTIVE Workflow

Using REDACTIVE

Note: Contact your Administrator for the pathname and license number to
access the software on the web.

After REDACTIVE is installed on your server (page 34 ), the first step is to bring the software up
in the browser.

1. Enterthe pathname your supervisor provided.

D elserverldretestlocal/adminfuse X -+
&« C O @ Mot secure | elserverl.dretest.local/admin/users
1 Apps Harvest [ QMS 3 SVN MS Style-Globa Confluence [ Trello Resources Artic

REDACTIVE Admin  Network Authentication Users = Licensing Vid

2. Enter your assigned Username and Password in the screen that comes up.

REDACTIVE

Log In

Userame: |
password. |

LOGIN

This takes you to the first screen where you import and open a video (page 35).
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Import and open a video

REDACTIVE

X

1 E"H -
s, .

HIF_Mic_Sample{ 1] mp4 Military_Police{1) mp4 Oficer Pena Hoaston PO Mounted Unimown_201502021833_Unknow

BugZh-Gck 3 TT040N T4-Bok 3170404, Bek3IST208G3 Bk 3TETI211-vide . Unlknown_T0160E241007_2658_5. .

RyanBula 20160423227 Squadd BckIIST 207 TE-Hck Y357 20930 vide: BokA3ST2 12 11tk XA5T2 1485 vide.

.

Select a video from the list to resume work, or drag-and-drop & new video here,

In the Enterprise version, the Admin or Supervisor can add users to a video file so the file can be

shared. Sharing lets you do collaborative redaction and review.

0 Note: Two users cannot open the same video at the same time.

Import and open a video
Redactive supports the following video formats:

« MP4

« TS (video stream file)

« AVI (video and audio file)

« MKV (container that can incorporate audio, video, and subtitles into a single file)
« MOV (multimedia container file by Apple)

Note: Export your videos from your Evidence Library software to a folder on your

computer and then import them into REDACTIVE.

WatchGuard REDACTIVE 3.0.3 Enterprise
User Guide, Revision C, WGD00151-500
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REDACTIVE Workflow

1. Draga video file (.ts or.mp4) from Windows Explorer to open REDACTIVE in the editor.
2. Click a video from the top window of REDACTIVE to open in the editor.

P (SO oo

REDACTIVE

M-videol s
=

Dé-videol 1s Ik

»

Drag a video file from Explorer
to this window to open

# Ay Dwwn_. ¢+ Sreaml b

—— - 9

Thearrirusibi,

®, Aervy Duvan, 20000013 00_57_2%8)_ Traffe Warmeng, T MR T 15

To-videol is

Click a video in this
window to open
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Import and open a video

3. Right-click your mouse to bring up the menu shown here.

REDACTIVE

Forget video

Delete redaction data

ticke5376255-tickb3376779-video1 1s tickb3376209-tick653

-

a. Select Forget video to delete it from the list of videos.
b. Select Delete redaction data if the video has been redacted but not exported.
Doing this lets you start over with redaction.
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REDACTIVE Workflow

Set Export Options

EXPORT Dl-h:'IOME

Detection Types
m Face

Vehicle
B License Plate
B Manual

Redaction Type
© Outline

@ Fill

@ Pixelate

@ Blur

® Mosaic

Redaction Color
EEENEEEEEEENE
[ | HE
H-NE
Redaction Shape

© Rectangle

Audio Redaction
© Beep
® Mute

Export Range
E Export entire video

VIEW OFTIONS

mE Multicolored objects
B Show object labels

Before running auto redaction, set the
Export Options in the left column.

These are just example settings. Set the
options according to your agency standards.
See Export options on page 48 for an
example of each of these options.
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Run Auto Redaction

Run Auto Redaction

You can run auto redaction multiple times or you can run it once to find faces, people, licenses,
and vehicles.

1. Select and open a video.
2. Click RUN AUTO REDACTION button.

RUN AUTO REDACTION CLOSE VIDEO EXPORT VIDEO

-7

1 Run auto
redaction

The Select Detection Types window appears.

3. Choose the objects you want to redact. You can choose as many as you want.

Select Detection Types

Select the objects to automatically detect in the video:
B Faces

B People

H License Plates

& Vehicles
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REDACTIVE Workflow

4, Click Submit

The Processing window appears.

Processing

CANCEL RUN IN BACKGROUND

5. Choose whether to wait for the redaction to finish or Run in Background and continue
working.

If you have a process running, REDACTIVE tells you how many processes are running. Your
agency determines the number of process that can run in the background. Click the
ADVANCED button to set the maximum number of processes you can run.

6. When the auto redaction completes the file returns to the screen.

RUN AUTO REDACTION CLOSE VIDEO EXPORT VIDEO

ot )
-

7. Review your file for false positives.

redaction. The detection types you did not run will be available in the detection

0 Note: Redactions that you ran in version 2.0.x can be rerun through auto
type list. See step 3.
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Object List

Object List

The Objects list lets you easily and accurately identify a frame in a video. The Object List is a
scrollable list that shows thumbnails of detected objects

Click the Object List button to view the thumbnails.

0:38/1:29 REDACTAUDIO | OBJECTSLIST

The thumbnails are numbered to match the frame where the redaction is identified. . You may
have to scroll through the Object List before you see the object identified in the video. The
object can be behind another object but appears because the frame goes forward and backward
from where it is first identified.

In the first graphic the identified redaction should be deleted. The second graphic shows the
redacted box and the thumbnail removed.

Go to first frame

Go to last frame

Delete object

Delete to beginning

Delete to end

Split object

i (FRR ML

If the frame is in more than one place in the video, you may want to delete it from beginning or
to end. See editing an object (page 45).

Note: The Objects List is disabled when a version 2 redacted video is on the
screen.
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REDACTIVE Workflow

Perform manual and audio redaction

Perform manual redaction

You might want to adjust placement of a bounding box or remove some unnecessary outlines.
You can do this with manual redaction.

1. Review your video and add rectangular or elliptical outlines manually.

Drawing new outlines puts you in Add new objects mode. The new outlines are drawn in
yellow but saved in other colors.

Add new objects CANCEL STATIC AUTOMATICALLY TRACK

Add a new
object after
running auto
redaction

457105 REDACT AUDIO
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Perform audio redaction

2. Choose Cancel, Static, or Automatically Track for each bounding box you added.
o Cancel: Removes the bounding box you've drawn and returns to playback mode
o Static: Saves the new bounding box on this frame only
o Automatically Track: Tracks the outlined object for as far as it extends in either direction

Perform audio redaction

You can also redact audio choosing to submit only a section of the audio. Or, you can mute the
entire video.

1. Click Redact Audio to bring up a visual display of the audio (page 1).

m— 1:17/1:29 REDACTAUDIO  OBJECTS LIST

@ Remove All Audio

Remove all audio Audio Redact audio

Click Remove All Audio box to mute all audio for the event.
Click Remove All Audio box again to restore the audio to the event.

Press, hold, and drag the mouse across the audio display to select the portion you want to
redact (mute).
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REDACTIVE Workflow

| Select and drag |

If you did not get all you wanted, pull the timeline back and select additional audio.

5. Move the timeline to the position you want to capture.

a. Click and drag the audio timeline for the audio you want to add, as shown in the graphic.

Additional capture area

b. Dragthe audio until it connects with the first selection, as shown by the arrows. Don't
worry about overlap. The two sections will merge.

The entire selection is muted.
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Edit objects

Edit objects

You can edit bounding boxes to change their size, shape, or position. You can split objects and
check to see where the first or last frame of a bounding box is located. (You can also use the
Object List.)

1. Dragorresize a bounding box to change its dimensions.
This places REDACTIVE into Edit objects mode.

Face ouline too small Drag and resize

You have two options on what to do with your modifications:

o Cancel: All changes are undone and the application returns to playback mode.

o Apply: All changes are saved. The new position and size of the boxes are added forward
and backward from the edit point.

The software searches and identifies every occurrence of the subject.

2. Right click on a bounding box to make other changes.

Go to first frame

Go to last frame

Delete from here to beginning

Delete from here to end

Split object
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REDACTIVE Workflow

Go to first frame: Finds the first frame where this object (box) appears.
Go to last frame: Finds the last frame where this object appears.
Delete object: Removes the bounding box.

Delete from here to beginning: Removes the object from the frame you are on to the
first frame where it appears.

Delete from here to end: Removes the object from the frame you are on to the last
frame where it appears.

Split object: Split the object into two objects.

If you use labels, the labels change after the split. A way to use this is if you want to delete
a section, you can split two frames and then delete the section in between.

3. Rightclick if you are on the first or final frame of an object (the Go to... the opposite entry is not
available) to make changes

AV a

Go to last frame

Extend chject backward

Delete object

Delete this frame

Go to last frame: Goes to the last frame this bounding box appears

Extend object forward: Extends the object forward from the frame you are on as far as
it can be traced

Extend object backward: Extends the object backward from the frame you are on as far
as it can be traced

Delete this frame: Deletes this frame only
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Export part of an event file

Export part of an event file

You can export part of

REDANACTIVE

Face

B vehicke

B License Plate

Manual

Redaction Type

© Outiine

® Fa

® Poetale

& Blur

@ Mosaic

Redaction Color

EENEEEEEEEN

ENEEEN
H-EN

Redaction Shape

0 Rectangle

Audio Redaction

® Beep
9 Mule

Export Range
B Export entire video

Start: 039973 Sello currentime

End: 117878 Sello current lme

To run a partial video:

a video if some of it is unnecessary.

RUN AUTO REDACTION CLOSE VIDEQ EXPORT VIDEO

l ‘f'

e 117129 REDACT AUDND  OBJECTS LIST

mmm

I Remaove All Audio

n .

Choose the time of the video you want to export

Uncheck the Export entire video box.

2. Select the Start and End times for the part of the video you want to export.

Move the slider to where you want the video to start.

Move the slider to where you want the video to end.

a
b. Click Set to current time for Start.
C
d

Click Set to current time for End.

After exporting, when the video runs in your default video player, it only plays the section
shown in red boxes. It plays both video and audio for that section.

WatchGuard REDACTIVE 3.0.
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REDACTIVE Workflow

Exporting options

After you run auto redaction, manually edit your video, and complete all edits, you can export
the redacted video. After you export your video, it cannot be redacted again and the redaction
cannot be removed. You might want to keep an original copy of the file until you are finished
with exporting.

Click the EXPORT VIDEO button at the top of the page.

REDACTIVE RUN AUTOREDACTION | CLOSEVIDEO | EXPORTVIDEO

ExpoRT OFTIONS

Detection Types
B Face

Vehicle

B License Plate

The video file is exported to an MP4 container with H.264 video and AAC audio (digital audio
compression).

Export options

You can control what your redacted file looks like with the Export Options.

Detection Type

This setting tells you what is redacted in the video or if you did the redaction manually.

EXPORT OPTIONS

Detection Types
| Face

B Vehicle

B License Plate
B Manual

Redaction Type
You choose how the redaction on your objects appears:

. Outline: Shows the colored box or ellipse; the face is till viewable; this is more of a highlight
than a redaction.

Choose the bounding box color from the Redaction Color selection. The redaction colors are only
available for Outline and Fill.

« Fill: Covers the subject with a solid color, obscuring the face.

Choose the fill color from the Redaction Color selection. The redaction colors are only available
for Outline and Fill.
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« Pixelate: Covers the subject with broken up pixels, obscuring the face.

[

Pixelate Pixelate Pixelate
Laow Medium High

« Blur: Blurs the face

u'

Blur Low Blur Medium Blur High

Redaction Intensity

« Mosaic: Blurs the face with random tiny boxes; Mosaic takes longer to render than the other

types of redaction

Maosaic Masaic Masaic
Low Medium High

Note: Redaction Intensity appears when you use Pixelate, Blur, or

Mosaic.

Redaction Intensity

Reflects the intensity of the redaction (only appears when Pixelate, Blur, or Mosaic are chosen):

. Low: Lowest quality of redaction; you may be able to see and identify faces

« Medium: Good quality of redaction; default setting

« High: Highest quality of redaction; produces solid squares, larger than the Low or Medium

Redaction Color

The color selector only appears when Outline or Fill are selected.

WatchGuard REDACTIVE 3.0.3 Enterprise _WFI"‘I"ED‘H’FI
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REDACTIVE Workflow

Redaction Color
ENEEEEEEEENn

Redaction Shape

This option defines the shape of the redaction boundary, either rectangle or ellipse. You choose
the style for the redaction shape. You only see outlines on the screen when you are identifying
faces. The ellipse shape is drawn from inside the box when the file is exported. Shown here are
the same size rectangle and ellipse redaction shapes:

Rectangle Ellipse

Audio Redaction

Beep or mute out the section of audio you want to redact.

If you do not want to export the entire video, you can select which part of the video and audio
you want to export. You set the slider bar to where you want to start your selection and stop it
where you want to end your selection. (page 47)

Redaction Shape
© Rectangle

@ Ellipse

Audio Redaction

©Q Beep

Mute
o ol e e (53140

Export Range

B Export entire video Exported

Start:| 0:53.383 | Setio cument fime

.235 | Setfo cument fime
B Remove All Audio

Choose the time of the video you want to export

View Options

The View Options selections change the display of the outlines while in REDACTIVE. View
options cannot be run on an exported video. The two options include:

« Multicolored objects: displays outlines in a range of colors to allow easy and immediate
differentiation of objects

WatchGuard REDACTIVE 3.0.3 Enterprise User
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About

« Show object labels: Overlays a number on the bounding box aiding in object differentiation

Object labels

=

The default is on for both multicolored objects and labels.

About

The about button shows the version number and the last six digit of your license number. You
can also remove the license when you change from evaluation copy to paid license copy or if
you need to move your software to another computer.

ABOUT

WatchGuard REDACTIVE 3.0.3

Serial Number: *=-"-*""_SPH-VSD
REMOVE LICENSE

Export an event file

Depending on how you edited your video, you can export a full event or a section of the event
that you selected. Prepare your file for Export (page 48) If you are unsure that you got
everything you wanted, keep a copy of the unexported file so you can make changes.

0 Important! You can only export a file once. You cannot remove any redaction
after a file has been exported.

WatchGuard REDACTIVE 3.0.3 Enterprise 1|"I'FI
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REDACTIVE Workflow

1. Choose your Export Options (page 48)
o Detection Type
s Face
= Vehicle
= License Plate
= Manual
o Redaction Type
= Outline
= Fill
= Pixelate
s Blur
= Mosaic
o Redaction Intensity
= Low
= Medium
= High
o Redaction Shape
m Rectangle
m Ellipse
o Export Range

m Export the entire video or only a part of it. Default setting is export entire video.

Export Range
Export entire video

Export Range
B Export entire video

Start- 0200 k Set to cumrent fime

End: | 0:29.867 Set to cumrent fime

2. Choose your View Options (page 50)
o Multicolored objects
o Show object labels

3. Export your redacted video.

When you click Export Video, the Rendering screen appears.

Rendering

CANCEL RUH IN BACKGROUND
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Export an event file

You can Cancel the job or run it in the background and continue to work on other videos.

Export complete

DOWNLOAD VIDEO CLOSE

o Download Video downloads the video through your browser.

E  eAdminBillya_201..mpd4

Open the downloaded file and it plays in your default video player.
o Close takes you to the beginning of the video before export.
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Understanding REDACTIVE

Understanding REDACTIVE

This section explains the concepts of REDACTIVE. Included in this section:

« Running Auto Redaction (page 54)

. Identifying faces with Auto Redaction (page 57)

« Identifying faces and objects with manual redaction (page 58)
. Editing objects (page 58)

« Perform Audio Redaction (page 1)

« Exporting Redacted Video (page 51)

Running Auto Redaction

RUN AUTO REDACTION identifies faces, people, vehicles, and license plates in your video.
REDACTIVE evaluates each frame and when it finds the detection type it is searching for, it
searches both forward and backward within the video timeline. The process is processor
intensive and can take some time to complete. The amount of time depends upon your system
speed.

Select Detection Types

Select the objects to automatically detect in the video:
H Faces

People

H License Plates

B vehicles

Note: The redaction processing speed is improved when running auto redaction
on an Intel CPU. The speed still depends on the size of the video and your system.

Run auto redaction and select multiple targets to redact. After the process is complete, review
the video. You may have to do some manual cleanup. The auto redaction process can pick up
false positives, such as box 43 shown here.

WatchGuard REDACTIVE 3.0.3 Enterprise User
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Running Auto Redaction

Go to first frame

Go to last frame

Delete object

Delete to beginning

Delete to end

Split object

LA Wil

Box 43 also appears in the next frame. Select Delete object to remove the box in both frames.

On bounding box 43, you can right click your mouse and choose Delete object to remove this
bounding box.

You have six options on the bounding box on box 43:

Go to first frame - moves to the first frame the bounding box appears in
Go to last frame - show the last frame box 43 appears in
Delete object - removes the bounding box from the video and the Object List

The rest of the frame remains the same

Delete to beginning - removes bounding box 43 from this point to the beginning of the video

Delete to the end - removes bounding box 43 from this point to the end of the video
Split object - splits the bounding box into two separate objects - one goes to the beginning,

WatchGuard REDACTIVE 3.0.3 Enterprise W‘FITEFI""EI:I‘FI’RH‘
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Understanding REDACTIVE

one goes to the end

If you are using labels, they will be different for the split object.

object 43 deleted

Overlaps and movements may cause the outlines to not align correctly on faces as shown here.
You can use the edit feature to correct the misplacement.
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Identifying faces with Auto Redaction

Clean up

Because the light colored bounding box (#6) is identified with a face that is behind the first
person, you would remove the #6 bounding box from this position.

See http://watchguardvideo.com/help/redactive/how-to-videos

Identifying faces with Auto Redaction

Run Auto Redaction (page 39) automatically searches for faces in the video. Each detected
face is tracked throughout the video.

. Tip: REDACTIVE performs with more accuracy using high definition (HD) versus
U standard definition (SD) videos. Shown here is the same video captured with a
VISTA Wearable Camera. One video is set to HD and one to SD.

sD Videao
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Understanding REDACTIVE

Note: You can run automatic redaction only once on a video. When you close
0 the video, you can reopen it and delete the redaction data and run automatic
redaction again.

Identifying faces and objects with manual redaction

You can draw one or more boxes or ellipses in a frame when you pause the video. Drawing new
outlines puts you in Add new objects mode (page 42).

New outlines are shown in yellow to distinguish them from outlines that were drawn when you
ran auto redaction. In auto redaction only faces were identified. You may want to redact other
objects, such as license plates or documentation.

You can choose Cancel, Static, or Automatically Track to finish your manual drawing.

« Cancel: Removes all boxes you've drawn and returns to playback mode

. Static: Creates a static object for each box with the same coordinates for every frame in the
video

. Automatically Track: REDACTIVE follows the contents of each drawn box forward and
backward as far as it can.
For more information

Running Manual and Audio Redaction (page 42)

http://watchguardvideo.com/help/redactive/how-to-videos

Editing objects

As you are reviewing your video, some bounding boxes may be out of alignment. You can
resize, move, or delete the bounding box and draw in new ones. If you select the bounding box,
this puts you in Edit Objects mode. After you make changes, you can either:

« Cancel: Your change is undone and the application returns to playback mode

. Apply: All changes are saved; the new position and size of the bounding boxes are added
forward and backward from the edit point

Edit objects CANCEL APPLY

REDACTIVE searches and identifies every occurrence of the object that is in the same position
after you make your change. It applies the change as far as possible in both directions.
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Face aquline too small

For more information...

How to Edit Objects (page 45)

Drag and resize

Editing objects
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Understanding REDACTIVE

Audio redaction

Redact Audio toggles the audio waveform timeline display. The waveform is locally normalized
for better editing visibility so that one large peak in the video will not cause the entirety of the
waveform to flatline. The video contains all audio if it is available.

You can also mute the audio for the entire video using Remove All Audio. Click Remove All
Audio again to unmute.

Redact
Audio

33 1 REDACT AUDNO = QEUECT S LIST

Audio
— waveform
timeline

Remove aAll Audio Time corresponding to Zoom infout
time in video (.38/1.29)

You have two options for Audio Redaction when you want to redact a piece of audio in the video
file. You can select whether you want the piece you are redacting to be muted out or beeped
out for the time you specify.

For more information ...

See Redacting Audio(page 43)

See http://watchguardvideo.com/help/redactive/how-to-videos
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Error messages

Error messages

Starting REDACTIVE Errors

Error Message

Description

Resolution

Activation failed (server
unreachable)

Your machine cannot
reach the license server.
The server may be offline.

Check that you can access the website
https://www.officerlicenses.com/login
from the machine where REDACTIVE is
loaded. REDACTIVE must be proxy
aware.

If yes, contact WatchGuard support to
check if the server is proxy aware.

If no, you may have to whitelist the
domain or check the firewall. (A
whitelist is an index of approved
applications, on your OS, that are
explicitly permitted to run.)

Invalid serial number
entered. Please recheck
and try again.

You entered the license
number incorrectly.

Re-enter the license number provided
by WatchGuard.

Activation failed (serial
number invalid)

The license number is
entered correctly but it is
not available on the server
or does not allow more
activations.

This happens if:

- the license number is for an
evaluation copy and the license has
been activated or expired

- the production license is no longer
valid

Check with your administrator or
WatchGuard support.

WatchGuard REDACTIVE 3.0.3 Enterprise
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