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Important Notice

Copyright © 2019 WatchGuard, Inc. All rights reserved. This document and supporting data
are the exclusive property of WatchGuard, Inc. and may not be copied or reproduced without
permission.

Software updates

WatchGuard is committed to the continual testing and improvement of our software. As new
software revisions become available, these updates will be made available to your agency;
fees may apply depending on your licensing agreement.

Manufacturer contact information

WatchGuard

WatchGuard, Inc.

415 East Exchange Parkway

Allen, TX 75002

Customer Service: 1-800-605-6734

Customer Service web portal: https://support.watchguardvideo.com/hc/en-us

Send us your suggestions

We want to hear from you. Tell us about your experience and how you are using the
WatchGuard REDACTIVE software. We will do our best to accommodate any suggestions you
may have in future revisions.

For U.S. customers, call Customer Service at 800-605-6734 or email us at
CSRequest@WatchGuardVideo.com with your comments, questions, and concerns.
International customers, please contact your local distributor.

Trademark notices

Microsoft, Windows, Windows Server, .Net, and Internet Explorer are trademarks or
registered trademarks of Microsoft Corporation in the United States and/or other countries.

All other marks, names, and logos mentioned herein are the property of their respective
owners.
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Welcome to WatchGuard REDACTIVE 3.0.3 Single User

Welcome to WatchGuard REDACTIVE 3.0.3
Single User

Welcome to the WatchGuard REDACTIVE 3.0.3 User Guide, Single User. This guide walks you
through using the REDACTIVE application for recognition of faces, vehicles, and license plates.
See the WatchGuard web site for training videos at

http: //watchguardvideo.com /software/redactive (opensin new window).

About this document

The ™ WatchGuard REDACTIVE 3.0.3 User Guide, Single User covers the most common
operations, including:

Installing REDACTIVE (page 6)

Changing Evaluation License to Paid License (page 12)
Getting Started with REDACTIVE (page 14)

REDACTIVE workflow (page 19)

How to Use REDACTIVE (page 20)

Understanding REDACTIVE (page 41)

Error messages (page 48)

What's new

REDACTIVE has added detection types for Auto Redaction: faces, people, license plates, and
vehicles

You can run auto redaction and find faces, people, and licenses at one time

The redaction processing speed is improved when running auto redaction on an Intel CPU

) CP 37.2% faster

A scrollable Objects List shows thumbnails of all detected objects

Added a toggle to show or hide specific detection types in the video; only checked items will be
redacted when the video is exported

0 Note: Multiple redaction will not work with 2.0 version redacted videos.

WatchGuard REDACTIVE 3.0.3 User Guide, WHTEH“EI:I'FIRD“
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Installing REDACTIVE Single User

Installing REDACTIVE Single User

In this section ...

. Installing or Upgrading Single User Desktop (page 7)

. System Requirements (page 7)

. Upgrade from Version 2.0 to 3.0 (page 7)

. Installing Single User Desktop (page 8)

. Changing Evaluation License to Paid License (page 12)

6 'WFITI:H"EUF'RE‘ WatchGuard REDACTIVE 3.0.3 User Guide, Single
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Installing or Upgrading REDACTIVE

Installing or Upgrading REDACTIVE

You can download the REDACTIVE software from the WatchGuard web site at
https://watchguardvideo.com /software/redactive-dl.

System requirements

The REDACTIVE application is optimized to efficiently scale in a multicore environment. To
install and use REDACTIVE, your computer must meet the following minimum requirements:

Minimum requirements | Recommended requirements
(6 Windows 7 or newer Windows 10 or newer
Processor 64-bit Intel i5 or higher 64-bit Intel i7 eighth or ninth Gen or higher
RAM 4 GB 16 GB+
Screen resolution | 1280 x 768 or higher 1920 x 1080 or higher

Note: When working with long videos, WatchGuard recommends a 16+ core
system with 2 GB memory, or more, per core processor for best performance.

Upgrading from version 2.0 to version 3.0
If you are upgrading from version 2.0 REDACTIVE to version 3.0 REDACTIVE:

1. Complete any redaction work in progress.
2. Save any videos you have not processed.
3. Download and install version 3.0 REDACTIVE.

After downloading and opening the software, you can continue to work on your videos. The
ones you have processed but not exported, will still remain in your directory.

o Note: Multiple redaction will not work with 2.0 version redacted videos.

WatchGuard REDACTIVE 3.0.3 User Guide, WRATCH Ii
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Installing REDACTIVE Single User

Installing Single User

To install REDACTIVE Single User:

1. Download the software and double click REDACTIVE.exe file .

; i | = | Downloads
1 T2 Mew item = Ipen HH setect al
* | X : v +
= ¥ | Easy access = I Edit Selectn
Finto Quick Copy Paste Delete Rename  New Froperties
ACcess [7] Paste - folder - & History T Inwert se
Clipboard Organize Mew Open Selec
“« « 4 4 » ThisPC » Downloads
A O Name Seze
A Cuick sccess —
[ B repACTVEGesktop.exe
B Desitop * —
" RedOwl_TS_MUX_HLD.pdf
& Downloads + = rennct 11ARGY JAANTRSA RAGAT- T

The User Account Control window appears.

Q‘] Do you want to allow the following program to make

&’ changes to this computer?

Program name:  Setup Launcher Unicode

LLO)

File origin:

Verified publisher: WatchGuard Video (Enforcement Video

Downloaded frem the Internet

(%) Show details

Change when these notifications appear

2. Click Yes

The Preparing to Install window appears.

:é'alchﬁuard Video Redactive Desktop - InstallShield Wizerd

 #
WATCH § GUARD Preparing to Install..

REDACT
setup process. Please wait,

Extracting: REDACTIVEdesktop.msi

‘WatchGuard Video Redactive Deskiop Setup is preparing the
InstalShield Wizard, which will guide you through the program

WatchGuard REDACTIVE 3.0.3 User Guide, Single
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Installing Single User

When this finishes the License Agreement window appears.

ﬂ !
License Agreement
Please read the following bosnse agresment carefully REDACT

REDACTIVE SOFTWARE END USER LICENSE
AGREEMENT

CAREFULLY READ THE FOLLOWING LICENSE AGREEMENT. BY OPENING THE
PACKAGE OR CLICKING OM THE "ACCEPT" BUTTON, YOU ARE CONSENTING
TO BE BOUND BY AND ARE BECOMING A PARTY TO THIS AGREEMENT. IF

YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLICK THE

Print

(@) [ accept the terms in the bense agreement
(2)1 do not acoept the terms in the icense agreement

Click the I accept the terms in the license agreement circle then click Next.

The Destination Folder appears.

ﬁ WatchGuard Video Redactive Desktop - InstallShield Wizard

Destination Folder
Click Next to install to this folder, or dick
Change to instal to a different folder.

Install WatchGuard Video Redactive Desktop to:
__,J’ C:'Program Files\WatchGuard ¥ideo), Change...

InstaliShiekd

< Back Mext > Cancel

WatchGuard REDACTIVE 3.0.3 User Guide, WHTI:H"i‘Etl'HFIﬂ
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Installing REDACTIVE Single User

4. Change the location or click Next to accept the shown location.

The Ready to Install window appears.

28 Wat[yGuard Video Redactive Desktop - InstaliShield Wizard

Ready to Install the Program
The wizard is ready to begin installation,

Click Install to begin the installation,

1f you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard,

S

5. Click Install.

The Installing window appears showing the status.

y WatchGuard Video Redactive Desktop - InstallShield Wizard - x

Installing WatchGuard Video Redactive
The program features you selected are being i

| Please wait whie the InstaliShield Wizard installs WatchGuard Video
o Redactive Desktop. This may take several minutes.
Status:
Copying new files

10 WATCH ri GUBRRD WatchGuard REDACTIVE 3.0.3 User Guide, Single
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Installing Single User

6. Click Next when the install completes.

The Install Completed window appears.

ﬂ [}atchGuard Video Redactive Desktop - InstallShield Wizard x

waATCcH fj cGuarD InstallShield Wizard Completed

REDACT

The Instalishield Wizard has successfully installed WatchGuard
Video Redactive Desktop. Click Finish to exit the wizard.

[ show the Windows Instaler log

7. Click Finish.
A REDACTIVE Shield icon appears on your desktop [

8. Double click the shield to open REDACTIVE.

WatchGuard REDACTIVE 3.0.3 User Guide, WHTI:H' GURRD 11
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Installing REDACTIVE Single User

Changing Evaluation License to Paid License

Each installation of WatchGuard REDACTIVE software requires a license key specific to the
product.

Important! License keys are distinct between the desktop and the Enterprise
versions. If you switch between the two on the same machine, you must re-

0 enter the license key. Depending on your user permissions, you may not be able
to replace the license file. A "cannot save license data" message appears. If you
encounter this, remove the licenses file at C:\ProgramData\WatchGuard
REDACTIVE\licenses.

Desktop application

When you buy the permanent version, WatchGuard provides you a license number for each
copy of your software. This activates the REDACTIVE software. It converts an evaluation copy
to a paid licensed version of the software. The evaluation copy works the same as the paid
license copy.

At the end of your evaluation period, you can no longer get into the REDACTIVE software. You
will be able to see your redacted videos with your computer default viewer.

Install permanent license while working in evaluation copy

Follow these steps to activate a permanent copy of the software from your evaluation copy on
your computer:

1. Click the Remove License button in About to install the paid version when your evaluation
license expires. The text in about tells you when your evaluation license will expire.

ABOUT

WatchGuard REDACTIVE 3.0.3

Serial Number: *=-"-*"_5PH-VSD
REMOVE LICENSE

This lets you keep working in REDACTIVE without having to reinstall. It also keeps any
preferences you have set and retains any videos you uploaded.

12 '1nr|=|'n:|=|' GURRD WatchGuard REDACTIVE 3.0.3 User Guide, Single
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Moving the software and license

The Remove License warning dialog appears.

L\b Remove License et

o Are you sure you would like to remove this license?
The software will not operate until a new license is added.

— Remove License

Cancel

2. Click Remove License to remove your evaluation license or click Cancel to continue using the
evaluation version.

The license number dialog box opens.

Welcome to WatchGuard REDACTIVE

FPlease enter your serial number to procesd

ACTIVATE

The evaluation license number only works for 30 days and cannot be re-entered.
3. Enterthe license number for the permanent licensed copy.

REDACTIVE continues with the loaded videos with no break in the process.

delete the file C:\ProgramData\WatchGuard REDACTIVE\licenses before

G Important! If you have a problem with your installation and have to reinstall,
proceeding.

Moving the software and license
If you need to move your software to another computer:

1. Remove the license on the existing copy. (Ensure that you keep a copy of your license
number.)
2. Install the software on the new computer.

3. Enterthe license number.

WatchGuard REDACTIVE 3.0.3 User Guide, WFITI:H"“EEI‘FIFID‘ 13
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Getting Started with REDACTIVE

Getting Started with REDACTIVE

REDACTIVE is an automated redaction tool that saves you time when redacting files. It
automatically identifies faces, vehicles, and license plates, but also lets you manually redact

faces and other objects and edit the automated file.
This section covers:

o UI Controls (page 15)
« Video playback controls (page 16)
« Keyboard shortcuts (page 17)

WatchGuard REDACTIVE 3.0.3 User Guide, Single
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UI controls

UI controls

REDACTIVE N AUTO FEDACTION & CLOSEVDEO | EXPORT VDEO

Expon Range o

B Expornt antire video

. o- - -
B S cbypect labeds m 'm @
T ——— ) 0] 178 GDACY MNED  CEMCTS LT
MRRRCIT
AT AT G I
e @'- B Ramove Al Astio
WsichDuawd REDACTIVE 303
Sevial Namber. ™. """ S-S0

REMOYE LICEMSE

1. Export Options (page 33) 10. About (page 37)

2. Detection Type (page 34) 11. Video playback controls (page 16)
3. Redaction Type (page 34) 12. Remove All Audio(page 27)

4. Redaction Color (page 35) 13. Zoom in/Zoom out controls

5. Redaction Shape (page 35) 14. Redact Audio (page 46)

6. Audio Redaction (page 36) 15. Object List (page 26)

7. Export Range (page 38) 16. Run Auto Redaction (page41)

8. View Options (page 36) 17. Close video (page 17)

9. Advanced (page 36) 18. Export Video (page 40)

Note: If you choose pixelate, blur, or intensity for your redaction type,
Redaction Intensity (page 33) appears in place of Redaction Color.

~3
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Getting Started with REDACTIVE

Video playback controls

You can move around in the video using the buttons on the screen or with keyboard shortcuts.
This aids in finding any objects the software may have missed. You can also see if you want to
split objects (page 32).

« Previous frame ﬂ: Lets you move back through the video, one frame at a time.

« Play/pause D: Lets you play the video at the speed you select. Clicking again pauses the
video.

. Next frame lX: Lets you move forward through the video, one frame at a time.

. Video display speed: You can move through a video, slower or faster than normal speed.
Available speeds are 0.2x, 1x, or 2x; the normal speed 1x is the default.

« Objects List: Click on an object to move to that frame in a redacted video. The Object 51 in the
Object List is the same as the box numbered 51 in the video.

JALK T
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Keyboard shortcuts

Keyboard shortcuts
Keyboard shortcuts you can use to move around the video:

« Pressthe forward and backward arrow keys to move one frame at a time in a video (30 frames
per second)

« Hold down the Shift key and press the forward or backward arrow keys to move one second at
atime

« Pressthe space bar to play or pause the video

Close video

Click Close video at any time to return to the main screen.

RUN AUTO REDACTION CLOSE VIDEO EXPORT VIDEO

WatchGuard REDACTIVE 3.0.3 User Guide, "WHTI:H" GURRD 17
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Getting Started with REDACTIVE

This page intentionally left blank.
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REDACTIVE Workflow

REDACTIVE Workflow

WatchGuard REDACTIVE software automatically detects and identifies human faces, people,
vehicles, and license plates. You can manually block out any object in the video or run auto
redaction. With auto redaction, the software reduces the amount of time you spend selecting
and redacting objects throughout a video. Shown here is a high-level summary of your tasks.
This is a suggested workflow. The tasks can vary depending on your system setup. You may
perform some of the tasks every time you work in REDACTIVE and others just once.

Recommended workflow

Follow the steps in the workflow shown here to run your REDACTIVE software.

Install
REDACTIVE

Set Export
Options

Run auto
redaction

Y

Import videof : EEF:;H er;tcljre
Openvideo | \ 4 v dact
p video

SENEL | Reviewledit

manual
redaction marked file

f 3 A

v

A

Export selected
A4 video segment

\ 4

Run audio
redaction

WatchGuard REDACTIVE 3.0.3 User Guide, 'WHTI:H"EU'FIRU'
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REDACTIVE Workflow

Using REDACTIVE

After REDACTIVE is installed (page 6) on the desktop, the first step is to bring the software up.

1. Click the Shield logo for Redactive.

I'I

Redactive

2. Enter your assigned Username and Password in the screen that comes up.

REDACTIVE

Log In

Username: |
password. |

LOGIN

This takes you to the first screen where you import and open a video (page 21).

REDACTIVE
" ¢ alls
s

AL

Miitary_Pobos{1] mp4 Offcer Pena Houston PO Mounted

-
~——

BugZbutick 31 TO4017 4Bk TO404. . Bck3IST20033BAIIST22 N ide . Unknown_201608241007_2658 5. .

BckAIST207TE-Bck: Iide Bck3IST21211-6ckIIST2 1485 vde.

-

Select a video from the list to resume work, or drag-and-drop a new video here.
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Import and open a video

Import and open a video

These steps take you through the REDACTIVE process. You can find How-to videos on the
WatchGuard web site at http: / /watchguardvideo.com/help/redactive/how-to-videos.

REDACTIVE supports the following video formats:

MP4 (MPEG-4 video file)

TS (video stream file)

AVI (video and audio file)

MKV (container that can incorporate audio, video, and subtitles into a single file)
MOV (multimedia container file by Apple)

Note: Export your videos from your Evidence Library software to a folder on your
computer and then import them into REDACTIVE.

Import videos

1.

Select File > Open Video or drag and drop a file from a folder on your desktop.

If the video has been redacted in the past, the pop up window shown here appears.

o Load Data: Loads the video with the auto run, manual, and audio redaction information

o Delete: Removes all of the auto run, manual, and redaction information, allowing you to
Run Auto Redaction again

WatchGuard REDACTIVE 3.0.3 User Guide, WHTEH'EUHHD' 21
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REDACTIVE Workflow

2. Click Delete and the file loads with all redacted information deleted.

3. Click Load Data and the file loads with redacted outlines appearing.

Previously redairted

22 WATCH I‘I GURRD WatchGuard REDACTIVE 3.0.3 User Guide, Single
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Set Export Options

Set Export Options

Before running auto redaction, set the
Export Options in the left column.

EXFPORT GI-!.A'IOI\IE

Detection Types These are just example settings. Set the
options according to your agency standards.
See Export options on page 34 for an
Vehicle example of each of these options.

m License Plate
B Manual

Face

Redaction Type
© Outline

@ Fill

#® Pixelate

® Blur

#® Mosaic

Redaction Color

EEEEEEEEEER
| HE
H-EN
Redaction Shape

© Rectangle

Audio Redaction
© Beep
® Mute

Export Range
B Export entire video

VIEW OFTIONS

Multicolored objects
B Show object labels
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REDACTIVE Workflow

Run Auto Redaction

You can run auto redaction multiple times or you can run it once to find faces, people, licenses,
and vehicles.

1. Select and open a video.
2. Click RUN AUTO REDACTION button.

RUN AUTO REDACTION CLOSE VIDEO EXPORT VIDEO

1_Run auto
redaction

The Select Detection Types window appears.

3. Choose the objects you want to redact. You can choose as many as you want.
Select Detection Types

Select the objedts to automatically detect in the video:
B Faces

B People

B License Plates

B Vehicles

24 WATCH Fi GURRD WatchGuard REDACTIVE 3.0.3 User Guide, Single
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Run Auto Redaction
4. Click Submit

The Processing window appears.

Processing

CANCEL RUN IN BACKGROUND

5. Choose whether to wait for the redaction to finish or Run in Background and continue
working.

If you have a process running, REDACTIVE tells you how many processes are running. Your
agency determines the number of process that can run in the background. Click the
ADVANCED button to set the maximum number of processes you can run.

6. When the auto redaction completes the file returns to the screen.

RUN AUTO REDACTION CLOSE VIDEO EXPORT VIDEO

-
P

7. Review your file for false positives.

Note: Redactions that you ran in version 2.0.x can be rerun through auto
0 redaction. The detection types you did not run will show up in the detection type
list. See step 3.

WatchGuard REDACTIVE 3.0.3 User Guide, WAT : 25
Single User, Revision E WGD00151 I:Fl"i‘Etl'H‘Flﬂ



REDACTIVE Workflow

Object List

The Objects list lets you easily and accurately identify a frame in a video. The Object List is a
scrollable list that shows thumbnails of detected objects

Click the Object List button to view the thumbnails.

0:33/1:29 REDACTAUDIO | OBJECTSLIST

The thumbnails are numbered to match the frame where the redaction is identified. . You may
have to scroll through the Object List before you see the object identified in the video. The
object can be behind another object but appears because the frame goes forward and backward
from where it is first identified.

In the first graphic the identified redaction should be deleted. The second graphic shows the
redacted box and the thumbnail removed.

¥ ]

Go to first frame

Go to last frame

Delete object

Delete to beginning

Delete to end

Split object

If the frame is in more than one place in the video, you may want to delete it from beginning or
to end. See editing an object (page 32).

Note: The Objects List is disabled when a version 2 redacted video is on the
screen.
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Perform manual and audio redaction

Perform manual and audio redaction

Perform manual redaction

You might want to adjust placement of a bounding box or remove some unnecessary outlines.
You can do this with manual redaction.

1. Review your video and add rectangular or elliptical outlines manually.

Drawing new outlines puts you in Add new objects mode. The new outlines are drawn in
yellow but saved in other colors.

Add new objects cCcaNCEL STATIC AUTOMATICALLY TRACK

Add a new
object after
running auto
redaction

0457 1:105 REDACT AUDIO
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REDACTIVE Workflow

2. Choose Cancel, Static, or Automatically Track for each bounding box you added.
o Cancel: Removes the bounding box you've drawn and returns to playback mode
o Static: Saves the new bounding box on this frame only
o Automatically Track: Tracks the outlined object for as far as it extends in either direction

Perform audio redaction

You can also redact audio choosing to submit only a section of the audio. Or, you can mute the
entire video.

1. Click Redact Audio to bring up a visual display of the audio (page 46).

1217 /1:29 REDACTAUDIO  OBJECTSLIST

@ Remove All Audio

Remove all audio Audio Redact audio

Click Remove All Audio box to mute all audio for the event.
Click Remove All Audio box again to restore the audio to the event.

Press, hold, and drag the mouse across the audio display to select the portion you want to
redact (mute).
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Perform audio redaction

| ! Select and drag ! |

If you did not get all you wanted, pull the timeline back and select additional audio.

5. Move the timeline to the position you want to capture.

a. Click and drag the audio timeline for the audio you want to add, as shown in the graphic.

Additional capture area

b. Drag the audio until it connects with the first selection, as shown by the arrows. Don't
worry about overlap. The two sections will merge.

The entire selection is muted.
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REDACTIVE Workflow

Redact audio

1. Click and drag the cursor over the waveform to mute the audio.

Ared highlight appears.

o1/ Redact Audo

W Remove All Auda

If the selected region overlaps or abuts an already muted region, the two regions combine into
one segment. The entire region is muted. To change this, you have to unmute the region and

start over.
2. Click and drag either end of a selection to change the region to be muted.

3. Rightclick in the region and select Unmute to remove the selection.

BRremove All Audio
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Redact audio

4. Click the Remove All Audio checkbox to disable all audio on the video.

Bremove All Audio

Removing all audio disables the audio timeline and exported videos do not contain an audio
stream.
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REDACTIVE Workflow

Edit objects

You can edit bounding boxes to change their size, shape, or position. You can split objects and
check to see where the first or last frame of a bounding box is located. (You can also use the
Object List.)

1. Dragor resize a bounding box to change its dimensions.

This places REDACTIVE into Edit objects mode.

Face ouline too small Drag and resize

You have two options on what to do with your modifications:

o Cancel: All changes are undone and the application returns to playback mode.

o Apply: All changes are saved. The new position and size of the boxes are added forward
and backward from the edit point.

The software searches and identifies every occurrence of the subject.

2. Rightclick on a bounding box to make other changes.

Go to first frame

Go to last frame

Delete from here to beginning

Delete from here to end

Split object

32
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Exporting options

o Go to first frame: Finds the first frame where this object (box) appears.
o Go to last frame: Finds the last frame where this object appears.
o Delete object: Removes the bounding box.

o Delete from here to beginning: Removes the object from the frame you are on to the
first frame where it appears.

o Delete from here to end: Removes the object from the frame you are on to the last
frame where it appears.

o Split object: Split the object into two objects.

If you use labels, the labels change after the split. A way to use this is if you want to delete
a section, you can split two frames and then delete the section in between.

3. Right click if you are on the first or final frame of an object (the Go to... the opposite entry is not
available) to make changes

=i

Go to last frame

Extend object backward

Delete object

Delete this frame

o Go to last frame: Goes to the last frame this bounding box appears

o Extend object forward: Extends the object forward from the frame you are on as far as
it can be traced

o Extend object backward: Extends the object backward from the frame you are on as far
as it can be traced

o Delete this frame: Deletes this frame only

Exporting options

After you run auto redaction, manually edit your video, and complete all edits, you can export
the redacted video. After you export your video, it cannot be redacted again and the redaction
cannot be removed. You might want to keep an original copy of the file until you are finished
with exporting.

Click the EXPORT VIDEO button at the top of the page.

REDACTIVE RUN AUTOREDACTION | CLOSEVIDEO | EXPORTVIDEO

Detection Types:
Face

Vehicie
License Plate

The video file is exported to an MP4 container with H.264 video and AAC audio (digital audio
compression).
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REDACTIVE Workflow

Export options

You can control what your redacted file looks like with the Export Options.

Detection Type
This setting tells you what is redacted in the video or if you did the redaction manually.

EXPORT OPTIOMNS

Detection Types
m Face

= Vehicle
& License Plate
B Manual

Redaction Type
You choose how the redaction on your objects appears:

« Outline: Shows the colored box or ellipse; the face is till viewable; this is more of a highlight
than a redaction.

Choose the bounding box color from the Redaction Color selection. The redaction colors are only
available for Outline and Fill.

« Fill: Covers the subject with a solid color, obscuring the face.

Choose the fill color from the Redaction Color selection. The redaction colors are only available
for Outline and Fill.

« Pixelate: Covers the subject with broken up pixels, obscuring the face.

v

y

Pixelate Pixelate Pixelate
Low Medium High

« Blur: Blurs the face

Blur Low Blur Medium Blur High
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Redaction Intensity

« Mosaic: Blurs the face with random tiny boxes; Mosaic takes longer to render than the other
types of redaction

Masaic Maosaic
Medium High

Note: Redaction Intensity appears when you use Pixelate, Blur, or
Mosaic.

Redaction Intensity

Reflects the intensity of the redaction (only appears when Pixelate, Blur, or Mosaic are chosen):
« Low: Lowest quality of redaction; you may be able to see and identify faces

« Medium: Good quality of redaction; default setting

« High: Highest quality of redaction; produces solid squares, larger than the Low or Medium

Redaction Color

The color selector only appears when Outline or Fill are selected.

Redaction Color
EEEEEEEEEEN

Redaction Shape

This option defines the shape of the redaction boundary, either rectangle or ellipse. You choose
the style for the redaction shape. You only see outlines on the screen when you are identifying
faces. The ellipse shape is drawn from inside the box when the file is exported. Shown here are
the same size rectangle and ellipse redaction shapes:

Rectangle Ellipse
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REDACTIVE Workflow

Audio Redaction

Beep or mute out the section of audio you want to redact.

If you do not want to export the entire video, you can select which part of the video and audio
you want to export. You set the slider bar to where you want to start your selection and stop it
where you want to end your selection. (page 38)

Redaction Shape
© Rectangle

@ Eliipse

Audio Redaction
© Beep

Mute
. 0.2x Dy ————— — ()5, 40

Export Range
B Export enfire video Exported
Start: | 0:53.383 | Setto curmrent time

End: 1:40.235  Setto cumrent fime
B Remove All Audio

Choose the time of the video you want to export

View Options

The View Options selections change the display of the outlines while in REDACTIVE. View
options cannot be run on an exported video. The two options include:

« Multicolored objects: displays outlines in a range of colors to allow easy and immediate
differentiation of objects

2

« Show object labels: Overlays a number on the bounding box aiding in object differentiation

Object labels

=

The default is on for both multicolored objects and labels.

Advanced setting

You can run concurrent auto redactions and continue to work on other videos at the same
time. Running multiple auto redactions can slow the performance of your system. You will have
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About

to experiment with your computer. Start with two concurrent auto redactions and add one
until it affects your computer performance.

ADNVANCED

Maximum concurrent auto redactions

About

The about button shows the version number and the last six digit of your license number. You
can also remove the license when you change from evaluation copy to paid license copy or if
you need to move your software to another computer..

ABOUT

WatchGuard REDACTIVE 3.0.3

Serial Number: *=-"-*""_SPH-VSD

REMOVE LICENSE
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REDACTIVE Workflow

Export part of an event file

You can export part of a video if some of it is unnecessary.

REDACTIVE RUN AUTO REDACTION ~ CLOSEVIDEO  EXPORT VIDEO

Face

E Vehicle

B License Plate
Manual

Redaction Type
© Outine

e Fa

® Poetatle

® B

® Mosaic

Redaction Color

" ) K ;
H-uEN — : — '
Redaction Shape ! '
O Reclangie = f .
Audio Redaction &
@ Beep . e - . ' W —

O Mule

mmmm 117/129 REDACTAUDID  OBJECTSLIST
Export Range

B Export entire video
Start: 0039973 Selio cumrent ime m.
End: 117878 Sl cummenl g

B Remove AN ALGID
VIEEW OPTIONS X T O]
|
ADNMCED w |
ABOUT w

Choose the time of the video you want to export

To run a partial video:
Uncheck the Export entire video box.
2. Select the Start and End times for the part of the video you want to export.

Move the slider to where you want the video to start.

a
b. Click Set to current time for Start.

c. Move the slider to where you want the video to end.
d. Click Set to current time for End.

After exporting, when the video runs in your default video player, it only plays the section
shown in red boxes. It plays both video and audio for that section.
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Export an event file

Export an event file

Depending on how you edited your video, you can export a full event or a section of the event
that you selected. Prepare your file for Export (page 33) If you are unsure that you got
everything you wanted, keep a copy of the unexported file so you can make changes.

0 Important! You can only export a file once. You cannot remove any redaction
after a file has been exported.

1. Choose your Export Options (page 33)
o Detection Type
m Face
= Vehicle
m License Plate
= Manual
o Redaction Type
s Outline
n Fill
m Pixelate
= Blur
= Mosaic
o Redaction Intensity
= Low
m Medium
= High
o Redaction Shape
= Rectangle
m Ellipse
o Export Range

m Export the entire video or only a part of it. Default setting is export entire video.

Export Range Export Range
Export entire video B Export entire video

Start-  0:00 k Set to cument fime

End: | 0:29.867 Set to cument fime
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REDACTIVE Workflow

2. Choose your View Options (page 36)
o Multicolored objects
o Show object labels

3. Export your redacted video.

When you click Export Video, the Rendering screen appears.

Rendering

CANCEL RUN IN BACKGROUND

You can Cancel the job or run it in the background and continue to work on other videos.

Export complete

DOWNLOAD VIDEO CLOSE

o Download Video downloads the video through your browser.

& eAdminBillya_201...mpa

Open the downloaded file and it plays in your default video player.
o Close takes you to the beginning of the video before export.

Exporting redacted videos

After you run auto redaction, manually edit your video, and complete all edits, you can export
the redacted video. After you export your video, redaction cannot be removed and it cannot be
redacted again. You might want to keep an original copy of the file until you are finished with
exporting.

Click the EXPORT VIDEO button at the top of the page.

REDACTIVE RUN AUTOREDACTION | CLOSEVIDEQ | EXPORTVIDEO

The video file is exported to an MP4 container with H.264 video and AAC audio (digital audio
compression).
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Understanding REDACTIVE

Understanding REDACTIVE

This section explains the concepts of REDACTIVE. Included in this section:

« Running Auto Redaction (page 41)

« Identifying faces with Auto Redaction (page 44)

« Identifying faces and objects with manual redaction (page 45)
. Editing objects (page 45)

. Perform Audio Redaction (page 46)

« Exporting Redacted Video (page 39)

Running Auto Redaction

RUN AUTO REDACTION identifies faces, people, vehicles, and license plates in your video.
REDACTIVE evaluates each frame and when it finds the detection type it is searching for, it
searches both forward and backward within the video timeline. The process is processor
intensive and can take some time to complete. The amount of time depends upon your system
speed.

Select Detection Types

Select the objects to automatically detect in the video:
Faces

Peaple

H License Plates

W Vehicles

Note: The redaction processing speed is improved when running auto redaction
on an Intel CPU. The speed still depends on the size of the video and your system.

Run auto redaction and select multiple targets to redact. After the process is complete, review
the video. You may have to do some manual cleanup. The auto redaction process can pick up
false positives, such as box 43 shown here.
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Understanding REDACTIVE

Go to first frame

Go to last frame

Delete object

Delete to keginning

Delete to end

Split object

Box 43 also appears in the next frame. Select Delete object to remove the box in both frames.

On bounding box 43, you can right click your mouse and choose Delete object to remove this
bounding box.

You have six options on the bounding box on box 43:

Go to first frame - moves to the first frame the bounding box appears in

Go to last frame - show the last frame box 43 appears in

Delete object - removes the bounding box from the video and the Object List

The rest of the frame remains the same

Delete to beginning - removes bounding box 43 from this point to the beginning of the video
Delete to the end - removes bounding box 43 from this point to the end of the video

Split object - splits the bounding box into two separate objects - one goes to the beginning,
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Running Auto Redaction

one goes to the end

If you are using labels, they will be different for the split object.

object 43 deleted

Overlaps and movements may cause the outlines to not align correctly on faces as shown here.
You can use the edit feature to correct the misplacement.
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Understanding REDACTIVE

Clean up

Because the light colored bounding box (#6) is identified with a face that is behind the first
person, you would remove the #6 bounding box from this position.

See http://watchguardvideo.com/help/redactive/how-to-videos

Identifying faces with Auto Redaction

Run Auto Redaction (page 24) automatically searches for faces in the video. Each detected
face is tracked throughout the video.

~ Tip: REDACTIVE performs with more accuracy using high definition (HD) versus
U standard definition (SD) videos. Shown here is the same video captured with a
VISTA Wearable Camera. One video is set to HD and one to SD.

HD Videao
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Identifying faces and objects with manual redaction

the video, you can reopen it and delete the redaction data and run automatic

o Note: You can run automatic redaction only once on a video. When you close
redaction again.

Identifying faces and objects with manual redaction

You can draw one or more boxes or ellipses in a frame when you pause the video. Drawing new
outlines puts you in Add new objects mode (page 27).

New outlines are shown in yellow to distinguish them from outlines that were drawn when you
ran auto redaction. In auto redaction only faces were identified. You may want to redact other
objects, such as license plates or documentation.

You can choose Cancel, Static, or Automatically Track to finish your manual drawing.

. Cancel: Removes all boxes you've drawn and returns to playback mode

. Static: Creates a static object for each box with the same coordinates for every frame in the
video

. Automatically Track: REDACTIVE follows the contents of each drawn box forward and
backward as far as it can.

For more information

Running Manual and Audio Redaction (page 27)

http://watchguardvideo.com/help/redactive/how-to-videos

Editing objects

As you are reviewing your video, some bounding boxes may be out of alignment. You can
resize, move, or delete the bounding box and draw in new ones. If you select the bounding box,
this puts you in Edit Objects mode. After you make changes, you can either:

« Cancel: Your change is undone and the application returns to playback mode

« Apply: All changes are saved; the new position and size of the bounding boxes are added
forward and backward from the edit point

Edit objects CANCEL APPLY

REDACTIVE searches and identifies every occurrence of the object that is in the same position
after you make your change. It applies the change as far as possible in both directions.
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Understanding REDACTIVE

Face guline tao small Drag and resize

For more information...

How to Edit Objects (page 32)

Redact audio

1. Click and drag the cursor over the waveform to mute the audio.

A red highlight appears.

[ e Redact Audio

WRemove All Audio

If the selected region overlaps or abuts an already muted region, the two regions combine into
one segment. The entire region is muted. To change this, you have to unmute the region and

start over.
2. Click and drag either end of a selection to change the region to be muted.
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Redact audio

3. Rightclick in the region and select Unmute to remove the selection.

14 5

BRemove All Audio

4. Click the Remove All Audio checkbox to disable all audio on the video.

Bremove All Audio

Removing all audio disables the audio timeline and exported videos do not contain an audio
stream.
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Error messages

Error messages

Starting REDACTIVE Errors

Error Message

Description

Resolution

Activation failed (server
unreachable)

Your machine cannot
reach the license server.
The server may be offline.

Check that you can access the website
https://www.officerlicenses.com/login
from the machine where REDACTIVE is
loaded. REDACTIVE must be proxy
aware.

If yes, contact WatchGuard support to
check if the server is proxy aware.

If no, you may have to whitelist the
domain or check the firewall. (A
whitelist is an index of approved
applications, on your OS, that are
explicitly permitted to run.)

Invalid serial number
entered. Please recheck
and try again.

You entered the license
number incorrectly.

Re-enter the license number provided
by WatchGuard.

Activation failed (serial
number invalid)

The license number is
entered correctly but it is
not available on the server
or does not allow more
activations.

This happens if:

- the license number is for an
evaluation copy and the license has
been activated or expired

- the production license is no longer
valid

Check with your administrator or
WatchGuard support.
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